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ABSTRACT:

In this thesis we discuss the councealment of information transmitted by speech
through existing telephone lines, To this end we use analog scramblers
implemented by digital means. The aim 1s to protect the.privacy of
information with minimal degradation of speech quality and intelligibility
under the constraints that this information passes through normal telephone

- lines with their known disadvantages (e.g., certain frequency bandwidth,
non-linear phase distortion, ete,). 'In order to overcome the disadvantage of
frequency bandwidth it was suggested to prdtect the signal in the frequency
domain.by scrambling the samples of Discrete Fourier Transform (DFT) block by
‘biqck, and then to reconstruct the appropriate time signal, The main

disadvantage of this method 1s its sensitivity to phase distortion.

In this thesis we use the same principle; however, we employ Disecrete Short
Time Fourier Transform (DSTFT) in order to transform the signal to the
frequency domain. The DSTFT can also be considered as a de~modulated narrow
band filter bank. Secrambling is performed on the filters output, such that

there i1s no need to sychronise the transmitter with the receiver.

This thesis discusses scrambling as a Modified Discrete Short Time Fourier
Transform problem, The suggested wodification is to permute the frequency
samples. One of the major problems -~ as yet unsolved - is the synthesis of a
signal from the Modified.Discrete Short Time Fourier Transform (MDSTFT).

We a.ttempted to overcome this problem with the usual methods, but were
unguccessful, Thus, a new algebraic approach for the analysis and the
systhesis of DSTFT was developed: we consider the DSTFT vector b to be the
product of the signal vector x and the analysis matrix [A] (i.e., [A]x = Db).
It should be noted that the dimensions of the matrix and the vector tend
towards infinity. The synthesis process is described, in a similar manner, by
considéring the reconstructed signal vector g_to_be the product of the
synthesis matrix [S], and the DSTFT vector b [S}EL= g,

This representation enables us to use algrbraic-meaus in order to solve

several as yet unanswered questions in the field of DSTFT.
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The modified series can generally not be represented as a DSTFT of a signal in
the time domain, Thus, an optimality criterion is defined in the following
way: the synthesis is optimal if the distance between the original MDSTFT and
the analysis vector of the reconstructed signal is minimal, in the sense of
minimum squared errors, With the algebraic approach, this problem can be
described as calculating x for a given b, such that E is at a minimum, where E

= [ [A]E.— bll. This is a well known problem whose solution is based on the
Generalized Inverse of matrix [A].

This thesis reviews the principles of the algebraic method and solves sgeveral

open questions in the DSIFT field, some of which are relevant for the subject
of analog scramblers,



